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1 OCHOBHBIE TEPMHUHbI

Tepmun

Pacmiu¢poska

Fly

I'paduueckas obomouka Astra Linux cobcTBeHHO# pa3paboTKH,
KOTOpasi TIO3BOJISIET C/IeaTh pabOTy TOJIb30BATENICH B CHUCTEME
MaKCUMaJlbHO  MPHUBBIYHOH U pabory B
omnepanuonHoit cucteme Windows

HOXOKEH Ha

Fly-term
Fly)

(TepmuHa

(yrunuTa) Astra Linux,
MpeACTaBIsIIONas coO0l AMyNIATOp TepMHHAIA (KOMaHIIHOTO

CnyxeOHast nmporpamMma

UHTEPIIPETATOPA) C  paclIMpEeHHBIMM  BO3MOXKHOCTSIMH:
MHOTI'OOKOHHBIM PEKMMOM, BO3MOKHOCTBIO IPOKPYTKU 3KpaHa,

PEAaKTUPYEMBIM CIIMCKOM KOMAaH/

HTTP (HyperText
Transfer Protocol)

HpOTOKOJ'I nepeaadn TUICPTCKCTa — IIPOTOKOJI IIPUKIIAJHOIO
YpOBHA 1niepcaadd OJaHHBIX, I/ICHOJII)?,yeMI)II\/JI aJi nepeaadyu

IMPOM3BOJIBHBIX JaHHBIX

Markup Language)

HTTPS Pacmmpenune nporokona HTTP mnst moxnepxku mmppoBaHus B
LEJISIX MOBBIIICHUsT 0€30aCHOCTH
HTML (HyperText | CraniapTH3UpOBAaHHbBIH  53bIK  THIIEPTEKCTOBOM  pPa3METKH

nokymeHTOB. Tekct Ha s3pike HTML umnHTeprnperupyercs BeO-
Opay3epoM U oToOpakaeTcs Ha SKpaHe MOHHTOPA KOMIIbIOTEpa
WM MOOMJIBHOTO YCTpOMCTBa

Document Format)

Hyper-V Cucrema anmapaTHOW BUpPTYyaJH3alMH Uil X64-oneparimoHHBIX
cucreM ot Gpupmbl Microsoft

IP anpec YHUKaJIbHBINA CETEBOM aApecC y3j1a B KOMIIBIOTEPHOU CETU

PDF (Portable | MexmnardopmeHHbIi GOpMAT AEKTPOHHBIX JOKYMEHTOB

USB (Universal Serial
Bus)

YHuBepcallbHas MOCIIEN0BATENbHAS IIMHA — IOCIEI0BATEIbHBIN
uHTepdeiic ans MOAKIIOYEHUsS Nepu(epuitHbIX YCTPOMCTB K
BBIYMCIIUTEIILHON TEXHUKE

SSL  (Secure Sockets
Layer)

VYpoBeHb  3AIIMIIEHHBIX COKETOB —  KPHUOTOTpaduuecKuii
MPOTOKOJI Ui O€30MacHOM CBSI3M, CO3JAIOIIMi 3amudpoBaHHOE
COEZIMHEHUE MEXly BeO-cepBepoM U BeO-Opayzepom

VMware

[TporpamMHOe OOecrieYeHUE BUPTYaAIU3alluK, MPEIHA3ZHAYCHHOE
JUIE  KOMIBbIOTEpoB X86-64 omepannonHbix cucteM Microsoft
Windows u Linux. [To3BoseT moib30BaTeIi0 YCTAHOBUTH OIHY
unu  Oojee BUPTYalIbHBIX MAaIMH HA OJWH (HU3UYECKUN
KOMITBIOTEP M 3alTyCKaTh MX MapaljiebHO

[PykoBomacTBO Mo ycranoske (Linux)]
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Tepmun

Pacumdposka

baza nannbix (b])

YnopsinoueHHbIH HA0Op CTPYKTYPUPOBAaHHOW HH(pOpMAIUH,
KOTOpasi XpaHUTCS B DOJEKTPOHHOM BHAE B KOMIBIOTEPHOI
Hoctyn k wuHbopmaruu, xpansmeics B B/,
obecrieunBaeT cucrema yrpasieHus 6azamu nanHbix (CYB/])

CHCTEME.

Be6-6payzep

[IporpammHoe oOecrieueHue Ui IPOCMOTpa BeO-CTpaHUI,
coJiepKaHus BeO-J0OKYMEHTOB, KOMITBIOTEPHBIX (aiiJIOB U NAIoK;
yIpaBJIeHUS] BEO-TIPHIIOKEHUSIMU; & TAKOKE JUIS PEIICHUs] IPYTruxX
3a1aq

Beb6-ceprep

Cepsep, npunumaronuii HT TP-3anpocsl 0T KJIMEHTOB, OOBIYHO
BeO-Opay3epoB, u Bblatonmii um HTTP-oTBeThI, Kak MpaBuio,
BMecte ¢ HTML-cTpanuneit, nzoopaxenuem, daiiaom, meana-
MMOTOKOM WJIM APYTUMU JaHHBIMU

Komnanus

O6o6mammuid  TepMHH, 0] KOTOPHIM MOET BBICTYHATh
bupma, yupexmeHue u .

Kommnanaus BJIaACCT SK3CMILIIAPOM CucreMbl Ha OCHOBE JIMICH3UN

IPEANPUATHE, OpraHU3aLMS,

U CaMOCTOATENbHO (hopMUpyeT UHPOPMALIMOHHYIO apXUTEKTYPy
Y HAIOJHEHHE 3TOr0 SK3EMILIApa

OO0partHbIii
(peBepCUBHBIN ) MPOKCH-

cepBep (aHri. reverse

proxy)

Tun npokcu-cepBepa, KOTOpBIM  PETPAHCIUPYET  3aIPOCHI
KJIMEHTOB M3 BHEIIHEH CETH Ha OJMH WM HECKOJBKO CEPBEPOB,

JIOTUYECKH PACIIOJIOKEHHBIX BO BHYTPEHHEHN CETH

[Topr (cereBoii mopT)

Jlormueckast ~ KOHCTPYKLHUS, JUISt
OlpesieNieHusl MporpaMMbl (CeTeBOM CIykObl) WIM Hpolecca-

oJrydgaTeJid MmakeTa B Mpeaciiax OAHOIro IP-aL[peca

KOTOpasa HCIIOJIB3YCTCA

CepBep 0a3 TaHHBIX

[Tpon3BoUTENBHBIN KOMITBIOTEP, KOTOPBINA 00ecrieunBaeT paboTy
6a3 nanubix (BJl) u cucrem ynpasnenus 6azamu nansbix (CYB/])

CepBep NpuIOKEHUN

[Iporpammuas rurardopma, npeaHazHadeHHast 171t 3 HEKTUBHOTO
UCIIOJTHEHUS Tpouenyp (MporpaMm, CKPHUIITOB), Ha KOTOPBIX
MOCTpOeHbI NpuioxkeHus. CepBep MPUIOKEHUN JEHCTBYeT Kak
Ha0Op KOMIIOHEHTOB, JIOCTYIHBIX Pa3pabOTUUKy MPOTrPaMMHOIO
obGecieuenus  uepes APl (untepdeiic  mpukiIagHOTO
IPOTpaMMHUPOBAHUS ), ONIPeIeIEHHBINA caMoil maTdopmMoit

Cucrema ympaBieHus
6a3oit nanubix (CYB/I)

Kommnnexkc  mporpamMm,  MO3BOJSIIONIMHA  OpraHU30BHIBATH,

KOHTPOJUPOBATh U aIMUHHUCTPUPOBATH 0asnl JaHHBIX

[PykoBomacTBO Mo ycranoske (Linux)]
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Tepmun Pacumdposka
DJNEeKTPOHHBINA KITI0Y AnmapatHoe  CpPeACTBO, NpPEAHA3HAUYCHHOE IS 3alUTHI

MPOrpaMMHOTO OOecreueHusT M JaHHBIX OT KOMHMPOBAHMS,
HEJIETAIbHOTO  WCIIOJIb30BAHHUA M HECAaHKIIMOHUPOBAHHOTO
pacnpocTpaHeHUs

2 HA3HAYEHHUE U OBJACTb IPUMEHEHUSA

[Tporpammusiii komiuieke «Be6-Okcneptr WLy (nanee — Cucrema) mpeacTaBisieT coooi
OJTHOCEPBEPHYIO BEO-OPUEHTUPOBAHHYIO CHCTEMY JWCTAHIIMOHHOTO OOydYeHHs MEepcoHala W
npeHa3HaueH JUIsi aBTOMATH3allMM IPOLECCOB OOYUYeHHs] M TMPOBEPKU 3HAHMW W yMEHUI
nepcoHaia Kommanmu. Cuctema TONICPKUBACT WHIUBUAYATbHOE OOYYCHHE W KOHTPOJIb,
MPOBEJCHUE TMPOILEAyp AaTTeCTalluy JUIsl TPYHIbl COTPYOHUKOB KoMmaHuM ©  MOXKET
HCIIOJIb30BaTHCS B COPEBHOBAHUSAX MpodmacrepcTsa.

3 TPEBOBAHUS K AIIITAPATHOMY U ITIPOI'PAMMHOMY
OBECIHIHEYEHHAIO

CepsepHast yacth CHcTeMbl pa3MellaeTcsi B €IMHCTBEHHOM OJK3EMIUIIpe Ha YpPOBHE
ucrnonHuTenpHoro amnmnapata Kommnanuu. [lnis pasmemienus cepBepHod vactu  Cuctemsl
HEOO0XO/MMO BBIJCIUTh B KOPHOPATHBHOM BeMMCIUTENbHONH cetn Kommanum cepsep
npunodceHuli. U cepsep 0as OaHHblX, YIOBIETBOPSIONIME TpeOOBaHUAM K cHenudukanum
obopynoBanus (pazaen 3.1).

Jlisi SKOHOMHUHM PECypCOB CepBep NPUIOKEHUH U cepBep 0a3 JaHHBIX MOTYT OBIThH
pasMelleHbl Ha OJJHOM (u3nYecKoM KommbioTepe. Kpome Toro, oHu MOTyT OBITH pa3MelleHbl Ha
BUPTYaJIbHBIX MallIMHAX 1101 ynpasieHueM Hyper-V, VMware u 1.1. Hy)KHO y4uTBIBaTh, 4TO I
KOppeKkTHON paboTel CHcTeMbl HEOOXOAMM JJIEKTPOHHBIA K04y 3amuthl  Guardant,
noakiroyaeMblii uepes USB-mopt cepBepa npuiioskeHuii. Bormpockl, cBsizaHHBIE € «IIPOOPOCOM»
AIIEKTPOHHBIX KJIFOUEH 3alllMThl HA BUPTYaJbHbIE MAIIUHBI, B KOTOPBIX OTCYTCTBYET MOJIEPIKKa
USB-ycTpolicTB, 3aKa3uWK pemraeT CaMOCTOATENBHO C  IPHUBICYEHHEM CTOPOHHETO
CHeIUaTM3UPOBaHHOTO TIporpammuoro obdecneuenus (VirtualHere USB, AnywhereUSB, USB
over Network u ap.).

Kmuentckas wacte CucTeMbl TpeACTaBIsieT COO0H MHOXECTBO padOYMX CTaHIIHM,
Pa3MEIICHHBIX B KOPIIOPATHBHON BBIYMCIUTENIBbHON ceTh KoMmMmaHuuW W MMEIONUX JOCTYI IO
nporokoiam HTTP (HTTPS) k cepepy mpuioxenuit Cucrembl. KiMeHT B3auMOJCHCTBYET ¢
CEpBEpOM TMPWIOKEHHA TpPH TMOMOIIM BeO-Opay3epa, YIOBIETBOPSIONIETO TPEeOOBaHUSAM K
porpaMMHOMY 00ecreueHHnI0 pabodyero Mecra moib3oBarens (pa3zaen 3.3).

Okcmryaranus CHCTEMBI JI0JKHA BBIMOIHITHCS C YUETOM OOecreueHus TEXHUYECKON U
(bu3nYecKoil 3aIUTHI alllapaTHBIX KOMIIOHEHTOB CHUCTEMBI, HOCUTENEH TaHHBIX, OecriepedoiHOro
HHEPrOCHA0XKEHUS, TEKYILIETO CEPBUCHOTO 00CTYKHBAHHUS.

[PykoBomacTBO Mo ycranoske (Linux)] 6
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3.1 TpebGoBanusi kK KOH(pUTYpPALUH CEPBEPOB

CepBep mpminoxkeHuid CuUCTEeMBl JOJDKEH 00JIafaTh CICAYIOIIMMH MUHUMAIBHBIMU
XapaKTepUCTUKAMU:
— mpomeccop: 2 X 3.5 GHz;
— 410 onepaTuBHO NaMsATH;
— 50 I'6 1McKOBOTO MPOCTPAHCTBA AJISI OTICPAIMOHHON CUCTEMBI M O0IIIECHCTEMHOTO
MIPOrpaMMHOT0 00€CTICUCHUS.

CepBep 6a3 nanubix CucTembl JO0JDKEH 00JafaTh CIEIYIOIIMMH MUHUMAIbHBIMU
XapaKTePUCTUKAMHU:
— mporeccop: 4 X 3.5 GHz;
— 810 omepaTuBHOM MaMsITH;
— 150 I'6 nmuckoBoro mpoctpanctBa (5010 mms omepallMOHHON CHUCTEMBI H
obmecucTeMHoro nmporpamMmmuoro ooecrieuenust 1 100 I'6 st 6a3bl TaHHBIX ).

MuHnumanbHble TpeOOBaHUSI YKa3aHbl, UCXO/s U3 pacyeTa Harpy3KH Ipy OJTHOBPEMEHHOMN
pabote B Cucteme He 6omee 10 monb3oBareneii.

[Tpu pazmemennn Ha 0qHON (pu3HUecKol (BUPTYaJbHON) MalIuHE CepBEpa MPHIIOKEHHHA
U cepBepa 0a3 JaHHBIX 3a OCHOBY HeEoOXoauMo OpaTh MHUHUMAIbHBIE TpeOOBaHUS,
peIbsABIsEMbIE K cEpBepy 0a3 JaHHBIX.

3.2 TpeboBanus Kk KoH(puUrypanuu padouero Mecra noJib30BaTeJist

Paboune mecrta, ¢ KOTOpBIX OcCyIIecTBisercs noctyn k Cucreme, TOKHBI 00aanaTh

CJIEAYIOIIMMU MUHUMAIbHBIMU XapaKTepUCTUKAMU:

— mpoueccop 2 X 2.5 GHz;

— 4716 onepaTuBHOU NaMsATH;

— MOHHUTOp ¢ pa3zpenieHreM He MeHee 1280 x 1024;

— cereBoii uaTepdeiic — 10/100/1000 Ethernet;

— cTaHjAapTHas KJIaBHaTypa U MAaHUITYJISTOP «MBILIbY;

— He menee 10 ['6 cBOOOHOTO TMCKOBOTO MPOCTPAHCTBA.

3.3 TpeOoBaHMs K MPOrpaMMHOMY OOecre4eHUI0

Cepsep npuiioxeHuit CHCTEMBI:

— omneparronHas cucrema — Astra Linux Special Edition 1.7 u Beiie, PEJT OC Server
7.3 u Beiie, ALT Linux Server 10 u Beie, AlterOS Server 7.5 u Balwe;

— BeO-cepep — Nginx 1.14.1 u Bbime;

— mmardopma .NET — .NET SDK 6.0;

— Be0-Opaysep — axtyanbHbie Bepcun Microsoft Edge, Google Chrome, Sumexc
Bbpaysep, Mozilla Firefox;

— CPEICTBO aHTMBHUPYCHOM 3aIlIUTHI;

[PykoBomacTBO Mo ycranoske (Linux)] 7
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cepBepHbIl SSL cepTudukar.

Cepsep b/ Cucremsbi:

ornepanuonHas cucrema — Astra Linux Special Edition 1.7 u Beimie, PEJ] OC Server
7.3 u Beie, ALT Linux Server 10 u Beime, AlterOS Server 7.5 u Boiie;

CYB/ — PostgreSQL 9.6.20 u Boime, Tantor Special Edition 15 u Bbime;
cpeactBa aaMuHUCTpUpoBaHus — pgAdmin mias PostgreSQL, ITnardopma Tautop
ua.p.;

CPEICTBO aHTUBUPYCHOM 3aLUTHI.

Pabouee MecTO IMOJIB30BATENA:

omepanuonnas cucrema — Windows 7 u Beime, Astra Linux Special Edition
1.7/Common Edition 2.12 u Beire, PEJ] OC 7.3 u Boime, ALT Linux 10 u BbIme,
AlterOS 7.5 u BpI11IE;

BeO-Opay3ep — akryanbHble Bepcuu Microsoft Edge, Google Chrome, Snnexc
Bpaysep, Mozilla Firefox;

oucusrii maker — MS Office 2016 u Broitre unu LibreOffice 7.4.6 u Boiie;
nporpamma st mpocmotpa daitnoB PDF - akryansnas Bepcusi Adobe Acrobat
Reader.

4 KoMILIeKT MOCTABKH

Cucrema mocraBisieTcsl OTACIBHO OT ammapaTHoro obecreyeHus. KoMriekT mocTtaBku
BKJIFOUYAET B ceOs:

YCTaHOBOYHBIN JIUCK;

ANEKTPOHHBIN K04 3amuThl Guardant Sign.

Y CTaHOBOYHBIM AUCK CucTeMBI BKJIIOYAEeT B ceO:

nanky «docs», comepKamlyl0  CIEAYIOIIMI  IMakeT OKCILTyaTallHnOHHON
nokyMeHTanuu B popmate PDF:

® PYKOBOJCTBO IO YCTaHOBKE;
e 0oOIIIee ONrcaHue U PyKOBOJICTBO IMOJIb30BATEIIS;

® PYKOBOJICTBO CITYIIATENs U aTTECTyeMOTO;

® PYKOBOJICTBO THIOTOPA;

® PYKOBOJICTBO METOJIUCTA,

® PYKOBOJCTBO aJIMUHHCTPATOPA.

nanky «instally, comepxariyro:

e apxuB We.ZIP ¢ YCTaHOBOYHBIMU (aitiamu CHCTEMBI;

e apxwuB SCripts.zip Co ckpumntamu st OOHOBICHHS 0a3bl TaHHBIX;

[PykoBomacTBO Mo ycranoske (Linux)] 8
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e apxuB btz _update.zip ¢ mporpaMMHBIM OO€CIIEUEHHEM I aKTyaldu3alliu
INEKTPOHHON OMOIMOTEKH U 0a3bl TECTOBBIX 3a/[aHUH;

e  (paiin amexTponHO# MuiieH3uN license.dat.

5 KoundurypupoBanue 00111eCMCTEMHOI0 NPOrPaMMHOI0 o0ecreyeHus
5.1 V¥Ycranoska Bed-cepepa Nginx

5.1.1 V¥cranoska Nginx B Astra Linux

Ilar 1. Ha cepBepe npuioxennid CucteMsl OTKpHITh MeHIO «I1yck», BBIOpaTh KaTErOPHIO
«CucreMHbBIe», HAUTHU | 3aITyCTUTh KOMaHAHBIN nHTeprperaTop « Tepmunan Fly».

lar 2. OOHOBUTH K3III TAKETOB, BHIITOJIHUB KOMaH/IY:

sudo apt update

Ilar 3. YcTaHOBHUTH aKkTyalbHbIE OOHOBIICHHS, BBITIOJIHUB KOMaHY:
sudo apt dist-upgrade
lar 4. YcranoBuTh BeO-cepBep NginX, BHITOJIHUB KOMaH/Y:

sudo apt install nginx

B mporiecce ureHns makeToB HEOOXOMMO MOATBEPANTH YCTAaHOBKY, BBEs «/I» M HaxaB
KHOTMKY «Enter.

5.1.2 V¥Ycranoska Nginx B PEJ OC
Iar 1. Ha cepsepe npumnoxenuii Cuctemsl OTKpbITh MeHI0 «Ilyck», BBIOpaTh KaTeropuio

«CucreMHbIe», HAUTH U 3alTyCTUTh KOMaHIHBIN UHTEpIpeTaTop « TepMuHam.

Ilar 2. [TepexatounThCs Ha AAMUHUCTPATUBHYIO YUETHYIO 3alIUCh, BBIMOJIHUB KOMAaHTy
su

Y BBEJISI IApOJIb OT YYETHOM 3alMCH CYIIEpIOJIb30BaTeNs F00t.
Ilar 3. OGHOBUTH K31 AKETOB, BHIOJIHUB KOMaHY:
dnf update

Iar 4. YcranoBuTh BeO-cepBep NginX, BHIIIOIHUB KOMaH/Y:
dnf install nginx

B mporniecce ureHus makeToB HEOOXOIMMO MOITBEPANTH YCTAHOBKY, BBEAS «J1» W HaxaB
KHOTKY «Enter.

Hlar 5. BkimounTs city:x0y NQINX, BBITOJIHUB KOMaHIY:

systemctl enable nginx

Hlar 6. 3amycTuTh ciyx)0y NYINX, BBITOJHUB KOMaH/TY:

systemctl start nginx
Hlar 7. Pa3zpemuTs ceTeBbie moakItoueHus httpd, BEIMOTHUB KOMaHY:

[PykoBomacTBO Mo ycranoske (Linux)] 9
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setsebool -P httpd can network connect 1
5.1.3 V¥YcranoBka Nginx B ALT Linux

Iar 1. Ha cepBepe npmioxkeHuit CucreMbl OTKpBITh MeHIO «IIpuioskeHus», BHIOpATh
kareroputo «CHcTeMHbIe», HAMTH U 3allyCTUTh KOMaHHBIA uHTepIperatop «TepmuHamy.

Ilar 2. [lepexatounThCs HA AAMUHUCTPATUBHYIO YUETHYIO 3aIIUCh, BBINOJIHUB KOMAaHy

su

Y BBEJIS IapOoJib OT YUETHOM 3aIMCH CyMepIioyib3oBares root.

Iar 3. OOHOBUTH KAIII TAKETOB, BHIITOJIHUB KOMaH/TY:

apt-get update

OnuuoOHAJIBLHO: YCTAHOBUTDH aKTyaJ bHBIE OOHOBIICHUS, BHITIOJTHUB KOMAHI:
apt-get dist-upgrade

Ilar 4. YcraHoBuThH BeO-cepBep nginx, BHIIOIHUB KOMAaH/TY:

apt-get install nginx

lar 5. BkaounTs cinyk0y nginX, BHIIOTHUB KOMaHY:

systemctl enable nginx

Hlar 6. 3amycTuTh C1y)k0y nginX, BHITOJIHUB KOMaHY:

systemctl start nginx
5.1.4 TlpoBepka paGorocnocodHocTH Bed-cepBepa Nginx

ImMar 1. IIpoBeputs crartyc ciyxObl BeO-cepBepa nginx, BBIIOJIHUB KOMaHIy
(Pucynok 5.1):

systemctl status nginx

sysadmin@KOMP-11:~% systemctl status nginx
nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: since Thu 2023-04-13 09:33:55 MSK; 4min 21s ago
Docs: man:nginx(8)
Main PID: 3169 (nginx)
Tasks: 2 (limit: 2217)
Memory: 4.7M
CGroup: /system.slice/nginx.service
3169 nginx: master process /usr/sbin/nginx -g daemon on; master_process o
3172 nginx: worker process
lines 1-10/10 (END)

Pucynok 5.1 — IIpoBepka craryca ciayx0sl NQINX

YroObl 3aBEpIINTH MPOIECC, BBHIMOIHIIOMINNACS HAa JaHHBIH MOMEHT B TepmuHaie Fly,
HEeoOX0IMMO HaXaTh KoMOMHAIMIO Kinasum «Ctrl+Cy

VYrpaBasTh ciy:k00i nginx MO>KHO ¢ TOMOIIBIO CIIEAYIOIIEro Habopa KOMaH:

— systemctl start nginx —3alycTUTh CIyXOY;
— systemctl stop nginx — OCTaHOBHUTH CIIYXOY;

— systemctl restart nginx — epe3amycTUTh CIyxOy;
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I\

Z e
L TMR-Lientp 8T
\, IT-KoMnaHus P <l

[Beb-opuenTrpoBaHHas cucTeMa JUCTAaHIIMOHHOTO 00yUeHHs TIepcoHaa]

systemctl enable nginx — BKIIOYUTH CIYKOY IIPU 3arpy3Ke CUCTEMBI;

systemctl disable nginx — OTKIIOYMICS IIPHU 3arpy3KEe CUCTEMBIL.

Hlar 2. Ilpoeeputs paboTy BeO-cepBepa NQINX, 3amycTuB 000l BeO-Opaysep,
YIOBJICTBOPSIIONIHI TPEOOBAHUAM K paboueMy MeCTy IOJIb30BATEIs, M BBEIS B aPECHOM CTPOKE
http://localhost. ITpu mraTHO#t paboTe BeO-cepBepa NQINX B Opay3epe OTKPOETCs MPUBETCTBEHHAS
crpanuna (Pucynok 5.2)

3 Welcome to nginx! — Mozilla Firefox

Welcome to nginx! X +

(6] O DO localhost o

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Pucynok 5.2 — IIpoBepka paboTsl BeO-cepBepa NQinx

Urto06sl 00paTuThes K BeO-cepBepy NginX ¢ KOMIbIOTEPA U3 JIOKATBHOM CEeTH, HE00X0IUMO
BBINOJIHUTH CJICIIYIOILIUE ICHCTBUS:

— ompenenutsd [P-aapec cepBepa npuioxeHuii, Ha KOTOPOM YCTaHOBJIEH BeO-cepBep
nginx, BeINOJIHKUB KoMaHy (Pucynok 5.3):

ip addr show ethO | grep inet | awk '{ print $2; }' |
sed 's/\/.*$//"

sysadmin@KOMP-11:-$% ip addr show eth® | grep inet | awk '{ print $2; }' | sed 's/\/.*&//'
192.168.40.133

fe80::8713:a5d0:91e2:dce
sysadmin@KoMP-11:~% |

Pucynok 5.3 — Onpenenenue IP-aapeca cepBepa npuioKeHui

— 3alycTUTh JI000N BeO-Opay3ep ¢ KOMIIbIOTEpa M3 JIOKaJbHOW CETH U BBECTH B
anpecHyto cTpoky IP-aapec cepsepa npusoxenuii (Pucynok 5.4):
http://ip ampec cepBepa NPMIIOXEHUM

@ Welcome to nging! x 4+ - = S
< C A Heszawpuweno | 192.168.40.128 = w0 ° :

@ Cisco Systems, Inc.... m MAD3 | Trello E Material Design lco.. @ Moaaepsxa CO E3C »

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Pucynok 5.4 — O0parenue k BeO-cepBepy NQINX U3 JIOKaIbHOM CETH
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5.2 ¥YcranoBka u Hactpoiika CYB/] PostgreSQL n yruiautsi
aJIMMHUCTPUPOBaHUA pgAdmin

5.2.1 V¥Ycranoska CYB]/I PostgreSQL B Astra Linux

B Astra Linux Common Edition o ymonuanuto Bxiarouena CYBJl PostgreSQL Bepcuwu
9.6.20, moaToMy ClieyIOIIKE IIark BBIMOIHIIOTCS Toibko B Astra Linux Special Edition.

Iar 1. Ha cepBepe npunoxxennii CucCTeMbl OTKPBITh MeHIO «I1ycK», BBIOpAaTh KaTETOPHIO
«CucreMHbIe», HAUTH U 3alTyCTUTh KOMaHIHBIN uHTEpIipeTaTop «Tepmunan Fly».

lar 2. OOHOBUTH K3III TAKETOB, BHIITOJIHUB KOMaH/IY:

sudo apt update

Ilar 3. YcraHOBUTH aKTyajibHble OOHOBJICHHUS, BHIIOJTHUB KOMaH/Y:
sudo apt dist-upgrade

Ilar 4. YcranoButh maker PostgreSQL 11 crapmeidd mocTymHO# Bepcuu, BBIIOIHHB
KOMaHJy:

sudo apt install postgresqgl-11

B mpouiecce ureHus makeToB HEOOXOIMMO MOITBEPAUTH YCTAHOBKY, BBEAS «J1» 1M HaxaB
KHOMIKY «Entery.

Mlar 5. VYcranoButh yTHiauTy agmuHHCTpupoBaHusS pgAdmin3 mms PostgreSQL,
BBITNIOJIHUB KOMaH1y:

sudo apt install pgadmin3

B npouiecce ureHust nakeToB HEOOXOAMMO MOJATBEPAUTh YCTAHOBKY, BBeAs «J» 1M HaxaB
KHOTMKY «Enter.

5.2.2 V¥YcranoBka CYB/I PostgreSQL B PEJI OC

Iar 1. Ha cepsepe npumnoxenuii Cucremsl OTKpbITh MeHI0 «I1yck», BBIOpaTh KaTeropuio
«CucTtemMHbIe», HAalTH U 3aIlyCTUTh KOMaHIHBIM nHTepriperatop « TepMuHam.

Ilar 2. [lepexatounThCs HA AAMUHUCTPATUBHYIO YUETHYIO 3alIUCh, BBIMOJIHUB KOMAaHTy
su

Y BBEJISI IApOJIb OT YYETHOM 3alMCH CYIIEpIOJIb30BaTeNs F00t.

Iar 3. OOHOBUTH K3III TAKETOB, BHIIOJHUB KOMaHY:

dnf update

HMlar 4. YcranoButh maker PostgreSQL craprield IOCTYIHOW BepcHH, BBITIOJIHHB
KOMaHJy:

dnf install postgresgl-server

B nporiecce ureHust nakeToB HEOOXOIMMO MOJITBEPAUTh YCTAHOBKY, BBeAS «J» 1 HaxaB
KHOTIKY «Enter.

Iar 5. Co3gaTh cucTeMHBIE 0a3bl JaHHBIX, BHITTOJIHUB KOMaH/TY:
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postgresgl-setup initdb

Hlar 6. Bkimtounts ciryx0y PostgreSQL, BeImoaHIB KOMaHY:
systemctl enable postgresqgl

Mlar 7. 3amyctuts cnyx0y PostgreSQL, BbImoHUB KOMaHLy:
systemctl start postgresqgl

Ilar 8. JloGaBuTh pa3pelieHue i MOJIKIIOYCHHs] OT Mojib3oBarens root. J[is storo
oTKpsITH postgresql.conf mist perakTHpOBaHMsI, BHITOJHHUB KOMaH/IY:

nano /var/lib/pgsqgl/data/postgresqgl.conf

Ho0aBuTh cTpoKy: 1isten addresses = '*'

Coxpauuth u3MeHeHus1, HaxkaB «Ctrl+Oy», u moarBepauTh neiicTBUEe, HaXxaB «ENtery
Hlar 9. Otkpsith daiin pg_hba.conf s penakTupoBanusi, BEIIOJIHIUB KOMAHIY:
nano /var/lib/pgsqgl/data/pg hba.conf

B kauecTBe nepBoit cTpoku 100aBUThH CTpoKy: host all all 0.0.0.0/0 md5
Coxpanuth u3mMenenus1, Haxas «Ctrl+Oy», u moaTBepauTh AeiicTBUE, HaXxaB «Enter»
Hlar 10. [Tepe3anyctuts ciryx0y PostgreSQL, BBITTOJIHUB KOMaH/Y:

systemctl restart postgresqgl

Mlar 11. YcranoButh yTWINTYy anMuHHCTpHpoBaHus pgAdmind mms PostgreSQL,
BBITNIOJIHUB KOMaH1y:

dnf install pgadmind pgadmind-gt

B nporuiecce ureHust nakeToB HEOOXOMMO MOJITBEPAUTh YCTAHOBKY, BBeAS «J» 1M HaxaB
KHOTMKY «Enter.

Ommona.m,}[o: YCTAaHOBUTH SI3BIKOBOM IMaKeT, BHIIIOJIHUB KOMaHy.

dnf install pgadminéd4-langpack-ru
5.2.3 V¥Ycranoska CYB]I PostgreSQL B ALT Linux

Ilar 1. Ha cepepe npunoxxenuit Cucremsl OTKpbITh MeHIO «[Ipunoskenus», BbIOpaTh
Kareropuro «CUCTEMHBIEY, HAWTHU U 3aIlyCTUTh KOMAaHIHbIA HHTEepHpeTaTop « Tepmunanm.

Iar 2. [lepexatounThCs HA AAMUHUCTPATUBHYIO YUETHYIO 3alIUCh, BBINOJIHUB KOMAaHy
su

Y BBEJIS IApOJIb OT YYETHOM 3alMCH CYIIEpIOJIb30BaTENs 00t.

Ilar 3. OOHOBUTH K3III TAKETOB, BHIOJHUB KOMaH/Y:

apt-get update

OnuMoHaJIbHO: YCTAaHOBUTH aKTyalbHbIe OOHOBIJICHNUS, BBITIOJHIB KOMAaHY:

apt-get dist-upgrade

HMlar 4. YcranoButh maker PostgreSQL 11 crapmmeid moCTymHO# BepcHH, BBITIOTHHB

KOMaHJTy:
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apt-get install postgresglll-server

B mpouiecce ureHust makeToB HEOOXOAMMO MOATBEPAUTH YCTAaHOBKY, BBEIs «Y» U HaxkaB
KHOIIKY «Enter.

Ilar 5. Co3aarb cucteMHbIe 6a3bl JaHHBIX, BHITOJHUB KOMaHY:

/etc/init.d/postgresgl initdb

Hlar 6. Bkimtounts ciryx0y PostgreSQL, BeImoTHIB KOMaHY:

systemctl enable postgresqgl

Mlar 7. 3amyctuts cnyx0y PostgreSQL, BbImoHUB KOMaHy:

systemctl start postgresqgl

Imlar 8. VYcranoButh yTUIUTY aaMuHUCTpupoBaHus pgAdmin3 mns PostgreSQL,
BBINOJIHUB KOMAHY:

apt-get install pgadmin3

B npouecce ureHust nakeToB He0OOXOAMMO NOATBEPAUTH YCTAaHOBKY, BBEIS «Y» U HaxaB
KHOIIKY «Enter.

5.2.4 TIpoBepka padorocnocodonocTu u nepsuyHas Hacrpoiika CYB/I PostgreSQL

Ilar 1. IIpoBeputs craryc cinyx0bl PostgreSQL, Bbinmonnus komanay (PucyHok 5.5):

systemctl status postgresqgl

sysadmin@KOMP-11:~% systemctl status postgresqgl
postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresgl.service; enabled; vendor preset: enabled)
Active: since Thu 2823-04-13 09:43:24 MSK; 1min 18s ago
Main PID: 4727 (code=exited, status=0/SUCCESS)
Tasks: O (limit: 2217)
Memory: GB
CGroup: /system.slice/postgresqgl.service
sysadmin@KOMP-11:~$ J]

Pucynok 5.5 — IIpoBepka cratyca ciayx0s1 CYB/] PostgreSQL
VYnpasnare cinyx00i PostgreSQL M0HO ¢ TOMOIIBIO ClIEAYyIONIEro Habopa KOMaH/I:

— systemctl start postgresgl —3amyCTHTh CIYXOY;
— systemctl stop postgresgl — OCTaHOBHUTH CIYkKOY;
— systemctl restart postgresgl — Iepe3amyCTUTh CIYXOy
— systemctl enable postgresqgl — BKIIOYUTH CIYKOY IpHU 3arpy3Ke CUCTEMBI;
— systemctl disable postgresgl — OTKIIOYUTH IIPU 3arPy3KE CUCTEMBIL.
Ilar 2. YcTaHOBUTH Mapoib OT YYETHOM 3amucH CIy)XeOHOTO IMOJIb30BaTeNsl postgres,
OJIHUM U3 CJIEIYIOIIHUX CIIOCOOO0B:
B Astra Linux:

— BBITIOJIHATH BXOJl B CECCHIO CITY)K€OHOTO TOJIb30BATENsI pOStgres C TMOMOIIBIO
KOMAaH]IbI:
sudo su - postgres
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— TPUAYMaTh W YCTAaHOBUTH HAJEKHBIH Mapojb OT YYETHOM 3allUCH CIYy)KEOHOTO
I10JIb30BaTEIIs postgres, BbIIOJIHUB KOMaHy:
psgl -c "alter user postgres with password '<mnapomp>'"

OOparuTe BHUMAaHUE:

— BMECTO TeKcTa <Mapojib> yKa3aTh YCTaHaBIMBAEMbIi IApOJIb;
— MapoJib 3aKJFOYACTCS B OJMHAPHbBIC KABBIUKH;
— BCsI KOMaH/Ia 3aKJIF0YAaeTCs B IBOMHBIC KAaBBIUKHU.

— 3aBeplIUTh PabOTy B CECCUM CIYKEOHOrO I0JIb30BaTels POStgres, BbIMNOIHUB
KOMaHJy:
exit
B PEJI OC:
— 3aIllyCTUTh UHTEPAKTUBHbIN TepMuHan PostgreSQL:
sudo -u postgres psgl postgres
— BBECTH KOMaHny:
\password
— TNPHUAYMATh U JBAK/bl BBECTH HA/ICKHBIHN MMapoJIb OT YYETHOM 3aMMCH CIyKeOHOTO
I10JIB30BATENs postgres:
— BBIATH U3 ceccuu psql:
\q
B ALT Linux:
— 3aIllyCTUTh MHTEPAaKTUBHBIN TepMuHan PostgreSQL:
psgl -U postgres
— BBECTH KOMaHy:
\password
— TNPHUAYMATh U JBAK/bl BBECTH Ha/I€XKHBII apoJib OT YYETHOM 3aMUCH CIyKeOHOTO
I0JIb30BATENs postgres:
—  BBINATH U3 ceccuu psql:
\q
Iar 3. [Tepezanyctuts cnyx0y PostgreSQL, BbINOIHUB KOMaHTY:

systemctl restart postgresqgl

5.2.5 TIIpoBepka padoToCcnOCOOHOCTH YTHINTHI /IMUHMCTPUPOBAHMS, HA IPUMepe
pgAdmin3

Hlar 1. OtkpeiTe MeHto «Ilyck», HaiiTu u 3amyctuth «pgAdmin II» (Pucynok 5.6):
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dain Mpaeka MaarvHel Bug  WHCTpyMeHTel 7

e & j
" - .
i =
Epaysep 0BbekTos 3] ~ v
CBOWCTBA  CratWcTika  3aBMCAMOCT  3aBWCUMbIE
B
CeoiicTea
:=| HeT cBOMCTE AN BhIAeneHHoro obbekTa
Manens 5QL 3]

FoToe.

0 cexyHa

Pucynok 5.6 — Yrunura anmunuctpupoBanus pgAdmin

Ilar 2. B mento «®aitny BeIOpaTh NyHKT «J{00aButh cepsep...» (PucyHok 5.7):
pgAdmin I

mnpaaka MnaruHel  Bug  MuoTp

CoxXpaHnuTe onpegeneHue..

[NobaeuTe cepeep...

Pucynok 5.7 — MeHro peructpaiy HOBOro ceppepa

Hlar 3. Ha ¢popme peructpanmu cepsepa BEIOpaTh BKIaAKy «CBoicTBa» u B moine «msi»
BBECTH 3alIOMHUHAIONICECS YHUKAIBHOE WMMs MOJKIIoUeHUst Kk cepepy PostgreSQL, mampumep
«PostgreSQL», B mone «Xoct» BBectu IP-agpec cepsepa PostgreSQL «127.0.0.1», a B momne

«[Taponb» BBeCTH Mapoiib OT YYETHOW 3amHCH CIIy>KEOHOTO IO0JIb30BaTeNsl postgres M HakaTh
kHONKYy «OK» (PucyHok 5.8).

[PykoBomacTBO Mo ycranoske (Linux)] 16



I\

Yy, |
L TMK-UeHTp 3T
\, IT-koMnaHua ‘\—E}f\]‘

[Beb-opuenTrpoBaHHas cucTeMa JUCTAaHIIMOHHOTO 00yUeHHs TIepcoHaa]

HOBaR perncTpalmns cepeepa X

CBoWcTBa SSL| SSHTaHHenb| [ononHuTtensHo

Wwma PostgreSQL

Xoct 1127.0.0.1

Mopt 5432

Cnyxba

OBecnykuBane DB postgres v

Wma nonb3oBatens  postgres

Naponb  ssesseses

CoxpaHaTs napons (M)

Liser L 1
Ipynna Cepeepsbl v
Cnpaeka <Jok ‘ xOTMEHMTh

Pucynok 5.8 — Hactpoiika moaKIFOUYeHus IPH PETUCTPALIUU CEpBEpa

Ilar 4. YGenuThcsi, 4TO MOAKIIOYEHHUE BBIIOJHEHO YCIIEHIHO U B Opay3epe OOBEKTOB
IPHUCYTCTBYET COOTBETCTBYIOMIHIA 3k3eMIuisip PostgreSQL (Pucynok 5.9).

ro RE- ® D |
. v
CBOMCTBA  CTaTACTMKA 3aBMCUMOCTM  3aBUCMMble
E B Ipynnel cepeepos
2 [i Cepeepsl (1) CeoiictBO 3HayeHue l
=] [] =/ OnucaHue PostgreSQL
B |- Basbl gaHHbIX (1) = CnyxbBa
("] postgres = Xocr 127.0.0.1

[ Tabnmunsle npoctp| | 7= Agpec xocta

]

S Mpynnoebie ponu (8

#

£ Ponm Bxoga (1) Manens SQL =

MNony4eHne nogpobHocTel o ce... postgres U3 postgres@127.0.0.1:5432 6 msec

Pucynok 5.9 — O603peBaTenib 00bEKTOB YTHIIMTHI 2 IMUHUACTPHPOBAHHS
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5.3 ¥YcranoBka nakera pasmemenusi NET 6.0
5.3.1 V¥YcranoBka .NET 6.0 B Astra Linux

Iar 1. Ha cepBepe npunoxxennii CucteMbl OTKPBITh MeHIO «I1yck», BBIOpAaTh KaTETOPHIO
«CucreMHbIe», HAUTH U 3aITyCTUTh KOMaHAHBIN nuTepnperatop « Tepmunan Fly».

Iar 2. Bkito4nuTh yCTaHOBKY MAKETOB € HCMOIb30BaHueM npoTokosia HTTPS, BeimoHuB
KOMaHJy:

sudo apt install ca-certificates apt-transport-https

Mlar 3. /loGaBuTh KJIIOY TOANHCHIBaHHUA MakeToB Microsoft B CIHMCOK JTOBEpEHHBIX
KJIFOUEH, BBHITIOJIHUB KOMaH/LY:

sudo wget -0 -
https://packages.microsoft.com/keys/microsoft.asc | gpg --
dearmor | sudo tee /etc/apt/trusted.gpg.d/microsoft.asc.gpg
> /dev/null

Hlar 4. 3arpy3uts nmapamerpsl pero3utopusi Microsoft, BeImosHUB KOMaH/TY:

sudo wget
https://packages.microsoft.com/config/debian/9/prod.list -0
/etc/apt/sources.list.d/microsoft-prod.list

Ilar 5. OGHOBUTH K31 IAKETOB, BBIITOJIHUB KOMaH/Y:

sudo apt update

Mlar 6. Ycranosuts naker SDK u cpeny Bomonnaenus 11t .NET 6, BBITOIHUB KOMaHY:
sudo apt install dotnet-sdk-6.0

B mporniecce ureHus makeToB HEOOXOIMMO MOITBEPANTH YCTAHOBKY, BBeAS «J1» W HaxaB
KHOTMKY «Enter.

5.3.2 ¥YcranoBka .NET 6.0 B PEJ] OC

Iar 1. Ha cepsepe npusnoxenuii Cuctemsl OTKpbITh MeHI0 «I1yck», BBIOpaTh KaTeropuio
«CucTtemMHbIe», HAalTH U 3aIlyCTUTh KOMAaHIHBIM nHTepripeTatop «TepMuHam.

Iar 2. [lepexatounThCs HA AAMUHUCTPATUBHYIO YYETHYIO 3alIUCh, BBINIOJIHUB KOMAaHy
su

Y BBEJIS IApOJIb OT YYETHOM 3alMCH CYIIEpIOJIb30BaTENs 00t.

Ilar 3. OGHOBUTH K31 MAKETOB, BBIITOJIHUB KOMaH/Y:

dnf update

Ilar 4. YcranoButh naket SDK u cpeny Boeinonnenus 1uist NET 6, BbIOJIHUB KOMaHy:
dnf install dotnet-sdk-6.0

B npornecce urenns nakeToB HEOOXOJUMO MOATBEPIUTH YCTAHOBKY, BBeAs «/[» u HaxaB
KHOIIKY «Entery.
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5.3.3 V¥YcranoBka .NET 6.0 B ALT Linux

Iar 1. Ha cepBepe npmioxeHuit CucreMbl OTKpbITh MeHIO «IIpuioskeHus», BHIOpATh
Kareroputo «CHUCTEMHBbIE», HAMTH U 3allyCTUTh KOMaHHBINA UHTEpIpeTaTop « TepMuHa».

Hlar 2. [TepexatounThCs HA AAMUHUCTPATUBHYIO YUETHYIO 3alIUCh, BBIMOJIHUB KOMAaHTy

Su

U BBEJA IIapOJIb OT YYETHOM 3aIIMCH CYIIEPIIONIb30BaTens F0ot.

Ilar 3. OOHOBUTH K31 IAKETOB, BBIITOJHUB KOMaHY:

apt-get update

OnuuoOHAJIBHO: YCTAHOBUTDH aKTyaJbHbIE OOHOBIIEHUS, BHIIIOJIHUB KOMaHy:

apt-get dist-upgrade

Iar 4. YcranoButh naket SDK u cpeny Beinonnenus 1uist NET 6, BbIIIoJIHUB KOMaHy:
apt-get install dotnet-sdk-6.0

B mpouiecce ureHust makeToB HEOOXOAMMO OATBEPANTH YCTaHOBKY, BBEIS «Y» U Ha)XaB
KHOIIKY «Enter».

5.3.4 IIpoBepka ycTaHoBJieHHbIX Bepcuii cpeabl BbinosiHenus .NET u nakeros SDK

[IpoBepuTh HanMuue yCTaHOBIEHHBIX Bepcuil cpenpl BoinosiHeHusd .NET u nakeroB SDK
MOKHO, BBITIOJIHUB clieayroniie koman sl (Pucynok 5.10):

dotnet --list-sdks

dotnet --list-runtimes

sysadmin@KOMP-11:~% dotnet --list-sdks

6.0.400 [/usr/share/dotnet/sdk]

sysadmin@KOMP-11:~% dotnet --list-runtimes

Microsoft.AsphNetCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.NETCore.App]
sysadmin@KOMP-11:~-$ |

Pucynoxk 5.10 — IIposepka Bepcun .NET

YroObl MOTYYNTHh PACIHIMPEHHBIE CBEICHHS O Cpeie, HEOOXOIMMO BBITIOIHUTD KOMAHIY
(Pucynok 5.11):

dotnet —--info
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sysadmin@KOMP-11:~$ dotnet --info

.NET SDK (reflecting any global.json):
Version: 6.0.400

Commit: 7771labd6e14

Cpefa BLINOMHEHMA :

0S Name: astra

0S Version: 1.7_x86-64

0S Platform: Linux

RID: linux-x64

Base Path: /usr/share/dotnet/sdk/6.0.400/

global.json file:

Not found

Host:
Version: 6.0.8
Architecture: x64
Commit: 55fh7ef977

.NET SDKs installed:
6.0.400 [/usr/share/dotnet/sdk]

.NET runtimes installed:

Microsoft.AspNetCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.NETCore.App]

Pucynok 5.11 — [lonyuenue pacumpeHHbIx cBeaeHuit o miargopme .NET

5.4 Hacrpoiika npaBuJI JJIs 3J1eKTPOHHOT0 Kiaw4a Guardant

Iar 1. 3arpy3uTh Ha cepBep npuiaoxkeHnit CcTeMbl apXUB, BKIIOYAIOIINNA HAOOp MPaBUII
mst udev (udev-rules.tar.gz):

https://owncloud.aktiv-company.ru/owncloud/s/MY119ukhOnTW5P8

Iar 2. OtkpbiTh MeHIO «Ilyck», HaliTH 1 3anycTUTh «TepMuHam».

Iar 3. [Tepelitu B nanky ¢ apxuBoM udev-rules.tar.gz (o ymon4aHuio namka «3arpy3km»
TEKYILETO M0JIb30BaTes ), BHIMOIHUB KOMaHy:

cd /home/<Tekyumii MOJbL30BATEJIL>/3arpPy3KNU

OOparuTe BHUMaHHE. BMECTO TEKCTa <TEKYIIUH MOJB30BaTEIh> yKa3aTh UMsI TEKYIIETO

IIOJIB30BaTCIIA.

IMepen BeimonHenueM cienytomiero mara B PEJl OC u ALT Linux nHeoOxoaumo
MEePEKITIOUYNTHCS Ha aIMUHUCTPATUBHYIO YIETHYIO 3aIHCh, BHITTOJIHUB KOMaHTy SU 1 BBEIS ITAPOJIh
OT YYETHOM 3aIHCH CYNEPHOJIb30BaTes F00t.

Ilar 4. PacmakoBaTh 1 yCTAaHOBUTH NpaBUJIa, BBIOIHUB KoMaH bl (PucyHok 5.12):

tar -xvf udev-rules.tar.gz
./install.sh
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sysadmin@KOMP-11:~% cd /home/sysadmin/3arpy3ku
sysadmin@KOMP-11:~/3arpy3ku$ tar -xvf udev-rules.tar.gz
95-grdnt.rules

install.sh

sysadmin@KOMP-11:~/3arpy3kng ./install.sh

IR S A SRR SRR R R R R R RS R R R AR R R RS RS RS R R RN E SRR E R SRR EE R R RS SRS

Copy 95-grdnt.rules

R R R R R A R A R A R A AR AR A AR AR AN A AR AAEARERARERNRARERRER
I AR SR AR R SRR AR R SRR AR R R R AR AR R RN AR R R R AR R RS R R AR AR RR RS

Reload udev rules without restarting udev
AR R R R R R R R R R R R R R R R R R R R R R R R A R R R R R R A R R AR AR AR R RRRTRAREARRRRRRER AR R R

R R R R R R R R A R AR R R A AR R R R R A AR R AR A AR R AR AT RRARRR R AR AR R R

You must reconnect dongle
R R R R R R R R R R R R R R A R R R R R R R R AR R AR AR R AR AR Ak kv kv k%%

sysadmin@KOMP-11:~/3arpy3ku$ |j

Pucynok 5.12 — YcraHoBKa mpaBa Ha YTEHHE U 3aIKCh I (paiina ycTpoiicTBa,
MIPEICTaBIISAIONIET0 AJIEKTPOHHBIH Kitou Guardant

Hlar 5. [ToncoeAMHUTH 3NMEKTPOHHBIA KIt0Y 3amuThl Guardant Sign x cBo6ogHOMY USB-
MOPTY cepBepa NpuioxkeHnit CucTeMsl.

5.5 Y¥YcranoBka BcroMorareJbHBIX KOMIIOHEHTOB IJIAd TCHEPAIlUN OTYECTHBIX
¢opm
Iar 1. Ha cepsepe npunoxenuit CucreMsl OTKpbITh MeHIO «IIyck», HaliTH U 3aIlyCTUTh
«Tepmunam.

IMepen BeimonHenueM cienytomiero mara B PEJl OC u ALT Linux nHeoOxoaumo
MEePEKITIOUYNTHCS HA aIMUHUCTPATUBHYIO YIETHYIO 3aITUCh, BHITTOJIHMB KOMAH Ty SU U BBE/IS TAPOJIh
OT YYETHOM 3alUCH CYNEPIoiab30BaTes root.

ar 2. Ycranosuth 0ubnuotexy libgdiplus, BeIOTHUB KOMaHAY:
B Astra Linux:

sudo apt install libgdiplus

B PEJ] OC:

dnf install libgdiplus

B ALT Linux:

apt-get install libgdiplus

B nporiecce ureHust nakeToB HEOOXOIMMO MOJITBEPAUTh YCTAHOBKY, BBeAS «JI» 1 HaxaB
KHOTKY «Enter.

6 ¥Ycranoska Cucremsl

6.1 Pa3smemenue ¢aiisioB Cucrembl

Hlar 1. CxomupoBare manky «install» ¢ ycTaHOBOYHOTO JHCKa Ha JIOKAIBHBIA JHCK
cepBepa npuioxenuit (Pucynok 6.1).

[PykoBomacTBO Mo ycranoske (Linux)] 21



I\
{ TMK-LeHTp
N

IT-komnaumus

[Beb-opuenTrpoBaHHas cucTeMa JUCTAaHIIMOHHOTO 00yUeHHs TIepcoHaa]

M install - Menenxep dainos
Dain

Bug CeTo CepBuc HacTpolka Cnpaeka
~ G Mankn DBHJJ, v D:I @
Anpec: home »>[OomawHaa »Pabo4wid cton 1 >disk_[x64 > install

s disk_Ix64 © btz update.zip
docs . || ® scripts.zip
®© btz_upda license.dat

37.01 I'b ceobogHo

4 anemeHTa @

Pucynok 6.1 — CtpykTypa nmanku «instally

Hlar 2. M3eneus daiiner Cucrembl u3 apxuBa «../install/we.zip» Ha JokambHBIH THCK
cepBepa NPUIIOKEHUH B TIANKY /var/Www/, BBITIOTHUB KOMaH/Ty:

sudo unzip <nyTb k nanke install>/we.zip -d /var/www/

OOpatiTe BHHMaHHE. BMECTO TEKCTa <MyThb K mamke install> yka3are momHbIH MyTh K
narnke install Ha cepBepe MPHITOKEHHMIA.

B ALT Linux: ycTaHOBUTh peakTop Nano, BBIMOIHUB KOMAH/Y:

apt-get install nano

Iar 3. OTkpeITh (aitn koHurypanuu CucteMsl appsettings.json s pe1akTUPOBAHUS B
TepMHHAaJIE, BBIMOJHUB KoMaHay (Pucyrok 6.2):

sudo nano /var/www/we/appsettings.json

{
"AssemblyConfig™: {
"Edition™: "COMMON",
"Auth": "FORM"
¥
"SecurityConfig": {
"PswForKeyGen": "Ux?qxMt6&b&SQbjwk#FvnkBE+THKNvGxQ",
"Salt": "0494a4c@7277ae24",
"HashAlgMame": "SHA512",
"Tterations": "3508",
"KeySize": "32"
1
"AllowedHosts": ="
"ConnectionStrings": {
"DbConnection™: "Host=;Port=5432;Database=dbwe;Username=postgres;Password="
1
}

Pucynok 6.2 — Bun konurypanuonsoro ¢aiina appsettings.json B penakrope Nano

Ilar 4. Bommonuute HacTpoiiky nonkimtoueHuss k CYBJl PostgreSQL, yxazaB st
napametpa «DbConnectiony» ctpoky noakioueHus B cienyromieM popmate (Pucyrnok 6.3):
Host=<ums cepsepa B/[>;Port=<nopm>;Database= <uwms b/[>;
Username=<noawzoeamenp>;Password= <naponv>, rjue
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— <wumsa cepBepa BJ[> — ums (ip-agpec) cepBepa 6a3 manubix (localhost, ecmu CYB]] u
Cucrema ycTaHOBJICHBI Ha OJTHOM CEepBEpe);

— <mopTt> — nopt, Ha KOTopoM padoraet PostgreSQL (mo ymomuanuto 5432);

—  <wums B/I> — ums 6a3wl qaHHBIX (110 yMouaHuio dbwe);

— <[OJB30BaTEIb> — HMMA I[OJb30BaTelsd, KOTOpbIM HMeeT mpaBa noctyna k CYB/]
PostgreSQL (manmpumep, cyneprnoib30BaTellb postgres);

— <@apoJjb> — NapoJib IOJIL30BATEIA.

Coxpanuth m3meHeHus, HaxaB «Ctrl+O», u moaTBepIuTh AciicTBHE, HAXKaB «Enter.

{
"AssemblyConfig": {
"Edition™: "COMMON",
"Auth™: "FORM"
})
"SecurityConfig": {
"PswForKeyGen": "Ux?qxMt6&b&SQbjwki#vnkB@+THKkNvGXQ",
"Salt”: "B494a34cB7277ae24”,
"HashAlghame™: "SHA512",
"Iterations™: "35@@",
"KeySize": "32"
¥s
"AllowedHosts": "*",
"ConnectionStrings™: {
"DbConnection”: "Host=127.8.0.1;Port=5432;Database=dbwe;Username=postgres;Password=masterkey;"
¥
¥

Pucynoxk 6.3 — ITpumep 3ananus ctpoku noaxmouerus k CYB/] PostgreSQL

Hlar 5. Ckomumpomatk ¢aitn «../install/license.daty Ha nokampHBIN IUCK cepBepa
MPWIOKEHUH B NANKy /var/Www/we, BBIIIOJTHUB KOMaHAY:

sudo cp -R <nyTb k mamke install>/ license.dat
/var/www/we/license.dat

OOpaTuTe BHMMAaHME: BMECTO TeKcTa <IyTh K mamke install> yka3aTb MOJIHBIIA MyTh K
narnke install Ha cepBepe npuIOKeHHIA.

IMar 6. IIpoBeputh pabOTOCHOCOOHOCTh TPHUIIOKEHHUS BBIIOJHUB Ha CEpBEpe
MPUIIOKEHUH CIEYIOLIYIO MOCIIEI0BATEIIbHOCTh JEHCTBUI:
— 3aIlyCTHUTh MPHIIOKCHHUE:
cd /var/www/we
dotnet WE.Site.dll
— 3amyCcTUTH 000 BeO-Opays3ep, YAOBIETBOPSIOMUNA TpeOOBaHUSIM K pabouemy
MECTY TOJIb30BaTeNs, U MIEPEUTH IO apecy:
http://localhost:5000
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¥ NK «Be6-3kcnept WL» — Mozilla Firefox

(i) MK «BeB-3kcnepT WLs x o+

« - C O O &= o localhost:5000/Account/Login?ReturnUrl=%2F g @ =

ABTopu3saLKA

Mma nonbaoeaTens
[Maponb

OnA NenyueHnA yUeTHOR 2anMcKu o6paTUTech
K AAMUHUCTPaTORY

BbimonHuTh BXOA

Pucynok 6.4 — Crpannna Bxona B Cucremy

— OCTaHOBUTH BBITIOJTHCHHE MPUIIOKCHHSI, HAKAB B TSPMUHAJIC KOMOMHAIINIO KITABHIII
«Ctrl+Cy».

6.2 Co3ganme cayx0bl aBTO3amycka CucTemMbl

Jlns aBTO3amycka W MoOHUTOpHHra CHCTeMbl HEOO0XOAWMO HCIHOJIb30BATH CHCTEMY
UHUIHAIM3aluu systemd, MpeaoCTaBIsoNyl0 pa3inyHble (YHKIMU AJIS 3alyCKa U OCTAaHOBKH
MIPOLIECCOB, a TAKXKE YIPABICHUS UMHU.

Imar 1. Co3nate Qaiin onpexneneHus ciyObl uist CHCTEMBI, BBIIOJIHUB B TEpMHHAJE
xomanny (Pucynok 6.5):

sudo nano /etc/systemd/system/we.service

Anpec: KomMnbioTep > dainoean cucTema »etc »systemd > system

b 0 system isplay-manager.service « usbipd.service
'~ apache2.service.d _ |uspend-to-hibernate.service

astra-safepolicy.targe v uspend-to-poweroff.service

P T SO S |

L ]

Pucynok 6.5 — ®aiin onpeneeHns Ciryx0bI
Ilar 2. BcraButsh B penaktope Nano cneayromuii pparMeHT Koja:

[Unit]
Description=WE on Linux

[Service]
WorkingDirectory=/var/www/we
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ExecStart=/usr/bin/dotnet /var/www/we/WE.Site.dll
Restart=always

RestartSec=10

Syslogldentifier=we-syslog

User=root

Environment=ASPNETCORE ENVIRONMENT=Production

[Install]
WantedBy=multi-user.target

Coxpanuts m3MeHenus, HaxaB «Ctrl+Oy», u moarBepauTh neiicTBue, HaxaB «Entery»
(Pucynok 6.6).

GNU nano 3.2

[Unit]
Description=WE on Linux

[Service]

wWorkingDirectory=/var/www/we
ExecStart=/usr/bin/dotnet /var/www/we/WE.Site.dll
Restart=always

RestartSec=10

SyslogIdentifier=we-syslog

User=root
Environment=ASPNETCORE_ENVIRONMENT=Production

[Install]
wWantedBy=multi-user.target

Pucynok 6.6 — Conepxumoe (aiina we.service B pegakrope Nano
Ilar 3. Bkmtounts ciyx0y 1K «Be6-OkcnepTy, BBITOTHUB KOMaHIY:

systemctl enable we.service

Ilar 4. 3anyctuts cayx0y [IK «Be6-OxcnepT», BHIIOIHUB KOMaHY:

systemctl start we.service

Iar 5. [TpoBeputs cratyc cinyx0sl [IK «Bed-Okcnept», BeinonHus komanay (PucyHok
6.7):

systemctl status we.service
sysadmin@KOMP-11:~% systemctl status we
we.service - WE on Linux
Loaded: loaded (/etc/systemd/system/we.service; enabled; vendor preset: enabled)
Active: since Thu 2023-04-13 10:22:25 MSK; 95 ago
Main PID: 11043 (dotnet)
Tasks: 15 (limit: 2217)
Memory: 106.8M
CGroup: /system.slice/we.service
L-11043 /usr/bin/dotnet /var/www/we/WE.Site.dll
sysadmin@KoMP-11:~$ |j

Pucynok 6.7 — Ctatyc ciy»0bl

lar S. Ilepe3arpy3uTsb cepBep MPUIOKEHUN B TPOBEPUTH PAOOTOCTIOCOOHOCTH CHCTEMBI,
3aImycTUB Opay3ep U mepens 1o aapecy:
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http://localhost:5000

Tak kax Cucrema ynpasinsercs systemd, Bce COOBITHSI M IMPOLECCHl PETUCTPUPYIOTCS B
LEHTPaJIN30BaHHOM >KypHaje. YToObl MPOCMOTpPETh 3JEMEHTHI, CBA3aHHBIE C We.service,
HEOOXOIMMO BBIMOJIHUTE CIeayomyto komanay (Pucynok 6.8):

sudo journalctl -fu we.service

sysadmin@KOMP-11:~$ sudo journalctl -fu we.service

- Logs begin at Thu 2023-04-13 09:20:04 MSK. --
anp 13 18:22:25 KOMP-11 systemd[1]: Started WE on Linux.
anp 13 10:22:26 KOMP-11 we-syslog[11043]: warn: Microsoft.AspNetCore.DataProtection.KeyManagement.XmlKeyMana
ger[35]
anp 13 10:22:26 KOMP-11 we-syslog[11043]: No XML encryptor configured. Key {636d8fdd-844c-4fe4-h052-0d
5e63clce67} may be persisted to storage in unencrypted form.

Pucynok 6.8 — Xypnan cobbIThii, cBsi3aHHbIX ¢ CUCTEMOM

6.3 Hacrpoiika Be6-cepBepa NginX B KauecTBe 00PaATHOT0 MPOKCH-CEPBEPa

Iar 1. Ha cepBepe npusnoxxenuit CucreMbl OTKpbITh MeHIO «Ilyck», HaliTH U 3ayCTUTh
«Tepmunam.

O6parute BuEManue: mpu BeimoaHeHrr B ALT LiNUX npUBeICHHBIX HIKE KOMAHT IAaKH
sites-available u sites-enabled meoOGxomumo 3amensTs Ha Sites-available.d u sites-enabled.d
COOTBETCTBEHHO.

Hlar 2. Yaanute (npu Hanuuuu) daiiiel KoHGUTypalu 0OpaTHOTO MPOKCH-CEpBEpa,
CO3JIaHHBIE 110 YMOJYaHUIO BO BPeMsl YCTAHOBKH NZIinX, MOCJIEI0BATEILHO BBIMIOJIHUB KOMaH/IbI:

sudo rm /etc/nginx/sites-enabled/default
sudo rm /etc/nginx/sites-available/default

Mlar 3. Co3nate (IpH OTCYTCTBUM) MAINIKKA XpaHeHHs (PaiiioB KOHPHUTYpaIu 0OpaTHOTO
IIPOKCHU-CEPBEPA, BHIOJIHUB KOMAaH/Y:

sudo mkdir /etc/nginx/sites—-enabled /etc/nginx/sites-
available

Iar 4. ITanka sites-available yka3siBaeT BeO-cepBepy nginx, Kakue BeO-caliTbl 1OCTYITHBI
Ha TeKyI1eM cepBepe Ui 00paboTku. Co3aats B narke sites-available daiin kondurypanum nginx
aust nepenanpasienuss HTTP-3anpocos B Cucremy, BbinonHuB komanay (PucyHok 6.9):

sudo touch /etc/nginx/sites-available/we.conf

sysadmin@KOMP-11:~% sudo touch /etc/nginx/sites-available/we.conf

M sites-available - Menenxep daiinoe

®ain Bug Ceteb CepeBwc HacTpoika Cnpaeka

i s Mankwn DBMJIL b ED @

Apnpec: KomnetoTep > dainoeas cucteMa »etc »nginx > sites-available

M sites-available | [0 we.conf

Pucynok 6.9 — Co3manue ¢aiina koHGUTYpaIy 00paTHOTO MPOKCH-CepBEpa

Hlar 5. OTkpeITh ¢aitn KoHGUTYpauu U pEAaKTHPOBAHUS, BBIIIOJIHUB KOMaHY:
sudo nano /etc/nginx/sites-available/we.conf

BcraButh B penakrope Nano cienyrommii pparMent koja:
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server {
listen 80;
location / {
proxy pass http://localhost:5000;

proxy http version 1.1;
proxy set header Upgrade S$http upgrade;
proxy set header Connection keep-alive;
proxy set header Host Shost;
proxy cache bypass S$http upgrade;
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

}

}

Haxatp «Ctrl+O» 1 moaTBepauTh AecTBUE, HaXkaB «Entery.

GNU nano 3.2 /etc/nginx/sites-available/we.conf
server {
listen 80;
location / {
proxy_pass http://localhost:5000;

proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection keep-alive;

proxy_set_header Host $host;

proxy_cache_bypass $http_upgrade;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

Pucynok 6.10 — Hacrpoiika ¢aiina koHpurypamuu oopaTHoro npokcu-ceppepa

IIar 6. Co3naTh CHMBOJHYECKYIO CCHUIKY Ha Qaitn we.conf B mamke sites-enabled, B
KOTOPOM OTpa)karoTCsl 3alyLEHHbIE NZINX CANTHI, BBINOJIHUB KOMAH[Y:

sudo 1ln -s /etc/nginx/sites-available/we.conf
/etc/nginx/sites—-enabled/we.conf

M sites-enabled - Menenxep daitnoe - 0O X
®ann Bwa Cetb CepeBuc HacTpoika Cnpaeka
W g Mankn |:| Bwg D:l @
Appec: KomnbtoTep » dalinoean cucTemMa »etc »nginx > sites-enabled
M sites-enabled b we.conf
snippets

Pucynok 6.11 — Co3nanue CMMBOJIMYECKON CCHUIKU
lar 7. OTkpbITh ¢ailn KoHGUTrypauuu nginx st peAaKTUPOBAHUS, BHIIIOJIHUB KOMaHY:

sudo nano /etc/nginx/nginx.conf
— B pasgen http o6aBute mapamerp client max body size 99M;
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— ynanuth (Ipu Haaw4yum) 610K server {};
— 106aBuTh (IpU OTCYTCTBHH) CTPOKY

include/etc/nginx/sites-enabled/*;
— Haxatb «Ctrl+O» u moaATBepAuTh NelicTBHE, HaXKaB «Entery.
lar 8. IlepezanycTuTh BeO-cepBep nginx, BHIMOIHUB KOMaHY:
systemctl restart nginx

Uro0bl yOenuThCs B KOPPEKTHOCTH yCTaHOBKH CHCTEMbI, HEOOXOAMMO 3alyCTUTh Ha
ceppepe npunoxkeHudt Cuctembl  BeO-Opays3ep, YIOBIETBOPSIOMIHNA  TpeOOBaHUSAM K
IpOrpaMMHOMY 00€ecIie4eHHI0 pabodero Mecra nojib3oBarens (paszaen 3.3).

OGparutbes k Cucteme, BB B aIpeCHOM CTPOKE Opay3epa CChUIKY, YCTaHOBIICHHYIO IIPH
KOHurypanuu oOpaTHOro MpOKCH cepBepa nginx (mo ymomuanuio localhost). Otkpoercs
dopma ayrenTrdukanmu nojiab3osarens (PucyHok 6.12).

ABTOpM3aumA

MMsa nonesosatens
Maponb

[na nonyyeHnA yuyeTHOR 3anucKk obpaTturech K

AaMUHUCTpaTOpy

Pucynok 6.12 — Ctpanuma Bxoga B Cucremy

Ilo ymom4aHuI0O B TOJIB30BAaTENbCKOM 007AaCTH JaHHBIX COAEPIKUTCS  YCIOBHBIM
T0JIB30BATENb C PONIBI0 «AJIMUHHCTPATOP», UIsl KOTOPOT'O YCTAHOBIICH JIOTHH M apoJis — admin.
Beectu B mons «Mms momb3oBatens» u «llaponb» 3HaueHue «admin» M HaxaTb KHOIKY
«BpimomauTh BX01» (PrcyHOK 6.13).

(@ f naeHas ~ WABMOnwoTeka ™ #JOOyuenwe ™  A'Tectnposanme [ YueGnbiii npouecc ™ A KoHCTpykTop ™ %@ AIMMHMCTpUMpDOBaHKe ™ A& 2 AgmuewcTpaTop M. ™

Maexan / NledTa HoBOCTE#H
CTPYHTYPHAA AMHULE MapameTp NoMcKa TakcT 3anpoca

HcnonuuTens... x - v ‘ HosocTe - BBeauTe yacTb TEKCTa HOBOCTH Q L2
Hosocteit Het

Pucynok 6.13 — Bxoxa B Cuctemy 1noj yuyeTHOH 3anucbio «Aamuauctparop MA»

[lepeiitn Ha cTpaHuly «AIMUHUCTpUpOBaHHE/CHCTEMHbIE HACTPOHMKW» W BBIOpaTh
BKIAAKY «JIuneHsus». YOeauThCsi, YTO OTOOpaKaroTCsi KOPPEKTHHIE JUIEH3UOHHbIE JIaHHBIE
(Pucynok 6.14).
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ALMMHUCTPUPOBaHWE [ CMCTEMHbIE HACTPOMKM

OB6wwme NvueHsua CpOKW XpaHEHWA AaHHbIX MapameTpbl OTNPABKKA NOYTbI

OpraHKzauma: 000 TMK-LieHTp

THUN AMLEH3NK: MocToAHHaA

Knrou npopgykra: leDef957-d4fa-40f4-811b-6d5elfclchsf
AnNnapaTHbIA Kaou: 1058287881

CnywaTtene: 10

ATTecTyembix: 10

MeTogucTos: 10

Pucynok 6.14 — Jlunensus

7 QOounosiaenue CucremMol

JInst XpaHeHUsI Pe3epPBHBIX KOMHMU CHCTeMbI HeoOXxoaumo co3math manky WEBackup B
daiimoBom xpanuiuiie Kommanuu.

Ilar 1. CxomupoBaTth manky «install» ¢ ycTaHOBOYHOTO AKMCKa Ha JIOKAIBHBIA JIHUCK
cepBepa MPUI0KEHUH.

Iar 2. Ha cepBepe npusnoxxenuit CucreMbl OTKpbITh MeHIO «Ilyck», HaliTH U 3ayCTUTh
«Tepmunan». OcranoButh CrucremMy 1 Be6-cepBep nginx, BBIMOIHUB I1OCIE0BATEILHO KOMaH/IbI:

systemctl stop nginx
systemctl stop we

Ilar 3. [epeiitu B nanky /var/www/we/wwwroot/temp U O4YHCTUTh €€ COAECP)KUMOE.
Ilar 4. Co3nars B manke WEBackup nanky ¢ nmenem Tekyuieit Bepcun CUCTEMBI U

CKOIIMPOBATh B HEE MaIlKy /var/www/we.

lar 5. [lepeiitu B nanky /var/www/we/ 1 ynanuTth Bce Gaiiibl, KpoMe «appsettings.json»
u «license.dat».

Iar 6. M3eneus daitnel Cucremsl u3 apxuBa «install/we.zip» Ha JOKaJbHBIA JUCK
cepBepa MNPWIOKEHUI B pa3gen /var/www/we/, He 3aMeHsAs (Qailiabl «appsettings.json» u
«license.dat».

Iar 7. 3anyctuts yruinty agmuauctpuposanusa CYB/I, nogkmtountses k cepsepy b/l
BBIIIOJIHUTD pe3epBHOE KOIIMPOBAaHUE 6a3bl JAHHBIX dbwe B HaIKy
WEBackup/rexymias_sepcus/db.

Hlar 8. M3Bneus ¢aiiner ckpuntoB u3 apxuBa «install/Scripts.zip» u BBIOTHUTH
oboHoBienre b/l CucteMbl ¢ IOMOIIBIO YTHIIUTHI aIMHHUCTPHUPOBAHHSI COTJIACHO CIEIYIOLIEMY
npaBUITy:

—  BBIMOJHSIOTCS TOJBKO CKPUNTHI, B HAMMEHOBAHMM KOTOPBIX YKa3aHa BepcHsi, OOJbINast
Tekymiel Bepcun CUCTEMBI;

— CKPHUIITHI BBIITOJHAIOTCA B ITOPAAKE BO3paCTaHHA HAYMHAaA C HOCJ'IG,Z[HCI\/'I IMO3UINH,
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— T.e. ecnim Tekymas Bepcust Cucremsl 1.0.0, a ycranaBiauBaemoe oOHoBieHue 2.0.0, To

CKPHIITHI JTOJKHBI BBITOMHATHCS B crepytomeM nopsake 1.0.1 — 1.0.*%, 1.1.0-1.1.%, ...,
2.0.0.

Iar 9. 3anyctuth CucreMy u BeO-CepBep NZinx, BHITOJHUB KOMaH/IbI:

systemctl start nginx
systemctl start we

Ecmu B mponecce o6HOBieHUsT CHUCTEMbl BO3HUKJIM OIIMOKHW WM TIOCIE YCIEIIHOTO
obOHoBneHust CucremMa (QYHKIMOHUPYET HEKOPPEKTHO, CIEAYeT BBIIOJIHUTH OTKAT K
NnpeablAyLeil BepCHH, BBIIIOJIHUB CIICIYIOLIUE ICUCTBUSA:

Iar 1. Ha cepBepe npusnoxxenuit CucreMbl OTKpbITh MeHIO «Ilyck», HaliTH U 3ayCTUTh
«Tepmunan». OcranoButh CructeMy U BeO-cepBep Nginx, BHIIIOIHUB KOMaHIbIL:

systemctl stop nginx
systemctl stop we

Mar 2. VYpanure mnanky /var/Www/we U CKONMpOBaTb B /var/www/ Hanky
WEBackup/nipensiayiiasi_Bepcusi/we.

Iar 3. 3anyctuth yrriuty agmuauctpuposanus CYB/], noaxntountses k cepsepy b/l u
ynanuth BJ1 dbwe.

Iar 4. BoccranoButh b/l Cuctemsl U3 pe3epBHOI KONUU
WEBackup/ npeapinyiias_sepcus/db
lar 5. 3anyctute CucreMy u BeO-cepBep nginx, BHINOJIHUB KOMAH/IbI:

systemctl start nginx
systemctl start we

8 VYaanenue Cucremsl

I[J'Ifi YAAJICHHUA CucreMbl HGO6XOI[I/IMO BBIITOJTHUTD CJICAYIOIIUC Hel\/'ICTBI/IfII

Iar 1. Ha cepsepe npunoxxenuit CucteMsl OTKpbITh MeHIO «IIyck», HAalTH U 3aIyCTUTH
«Tepmunany». OcranoBuTh CUCTEMY U BeO-cepBep NZINX, BHIIOIHUB KOMaH IbI:

systemctl stop nginx
systemctl stop we

Mlar 2. Y nanute nanky ¢ daiimamu CucTeMsl /var/www/we.

Hlar 3. 3anyctuts yrunuty aamMuHuctpupoBaHus CYB/I, BBIIOTHUTE MOAKIIOYEHUE K
cepsepy B/l u ynamuts BJ] dbwe.

9 Akxktyanu3zanus 0a3bl TECTOBBIX 33/JaHUIl U YJIEKTPOHHOMH 0HOJINOTEKHU

[Tocne BeImoMHEHUS MEPBUYHON yCTaHOBKM CHCTEMBI WIHM TIPH MOJYYEHUU OYEPETHOTO
OOHOBJICHHSI DJIEKTPOHHOW OMOMMOTEeKH W 0a3bl TECTOBBIX 3afaHuii CUCTEMBI, HEOOXOIUMO
BBITIOJIHUTD CIIEAYIOIINE NEUCTBUS:

Iar 1. Ha cepBepe npusnoxxenuit CucteMbl OTKpbITh MeHIO «Ilyck», HalTH U 3aIyCTUTD
«Tepmunan». OcranoButh CucTeMy U BeO-CEpBEP NZINX, BHIOJIHUB KOMaH/IbI:
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systemctl stop nginx

systemctl stop we

Hlar 2. 3anyctuth yrunuty aaMuauctpupoBanus CYBJI, noaximounTses k cepBepy b/ u
BBIIIOJIHUTD pe3epBHOE KOIIUPOBAaHUE 6a3b1 JaHHBIX dbwe B HankKy
WEBackup/UPDATEITTTMM/JIL/.

Hlar 3. CxomupoBare nanky «install» ¢ ycTaHOBOYHOTO JHCKa Ha JIOKAIBHBIA JHCK
cepepa  mpwioxeHwid.  M3Bneur  ¢aitnel mporpamMmbl  OOHOBJICHHMS W3 apXuBa
«install/btz_update.zip».

Hlar 4. 3anycTUTh NPUIIOKEHUE, BHIIIOJHUB CICAYIOINE KOMAH/IbI:

cd ../btz update
dotnet WE.Data.Asop.Converter.dll

Hlar 5. Yka3are Hactpoiiku noaxiatoueHus Kk b Cucremsr:

— ums cepepa b/l — ums (ip-aapec) cepepa 6a3 nannbix (localhost, ecmu CYB/] u Cucrema
YCTaHOBJICHBI HA OJTHOM CEepBeEpe);

— TOpT — MOPT, Ha KOTopoM paboTaet PostgreSQL;

— wumsa bJl — ums 6a3bl JaHHBIX;

— M0Jb30BATEIb — UMsI [TOJIb30BATENS, KOTOPBIN nMeeT npasa goctyna k CYB/] PostgreSQL;

— mapoiib — napoiib noss3oparens (Pucynok 9.1).

---MapameTpsl NogknwyeHna K B MK «Beb-3kcnepT WL»---
BeeauTe umMsA WNW ceTeBOill ajpec ak3ewmnnsapa PostgreSQL:
127.0.0.1

BeeanTe TCP-nopT cepBepa PostgreSQL:

5432

BeenTe WMA 6a3bl JAHHLIX ANA MNOAKNKWYEHWA :

dbwe

BeeanTe MAeHTUPWKATOP Y4YeTHOW 3anwcu PostgresSQL:
postgres

BeeguTe napofb AN8 YYeTHOW zanvcu PostgreSQL:
EEEEEEE®E

Nogkniuenne K BA NK «Be6-3KcnepT WL» BLINO/HEHO YCMewHo!
Pucynok 9.1 — IMoakmrouenue k B/ PostgreSQL

Iar 7. IloaTBepauTh 3amyck mporiecca OOHOBJICHUS, HaXaB JIOOYIO KIIABHINY, WM
OTMEHHUTh OOHOBJICHHUE, BB CUMBOI «Y» (Pucynok 9.2).
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3anycTWTe Npouecc 06HOBNEHWA? JNA 3aBepueHna paboTsl MporpamMMsl BBEAWTE Y
\Y. OAS NPoAo/IKeHWs HaXMUTE Ha Nyl Knaeuwy.

06HOBMEHWe pa3/efoB 2/eKTPOHHOW 6UBNMOTeKK
llo6aBneHo: 5; 06HOBMeHO: O; Ypanewo: O 3anwceil.

06GHOBNEHWe [OKYMEHTOB 3MeKTPOHHOW GMBAMOTEKW. ..
llo6aBneHo: 488; 0GHOBMEeHo: O; YganeHo: @ 3anuceii.

0B6HOBMEHME TecTOBbIX 3a/laHuil 1 BApPUMAHTOB OTBETOB
Jo6aBneHo: 18663; 06HoOBNeHo: 0; YpganeHo: O zanuceil.

Co3faHne [JeMOHCTPALWOHHLIX perfaMeHTOE KOHTpons
JobaBneHo: 2; 0GHOBAeHO: O; Ynanewo: O 3anucei.

Co3faHne AeMOHCTPALMOHHLIX YYebHuIX KYPCOB. ..
llobaBneHo: 1; 0BHOBNeHo: O; Ypanewo: O 3anucei.

Obluee Bpema: 1 MWH.

Pucynok 9.2 — PesynbraT 00HOBIIEHUS 0a3bI TECTOBBIX 33/IaHUI U AJIEKTPOHHON OMOIHOTEKN

Iar 7. Ilpu orcyrcTBUM OMIMOOK B mpolecce 0OHOBIEHUS 0a3bl TECTOBBIX 3aJaHUM U
3JIEKTPOHHON 6UOIIMOTEKHM 3anmycTUTh CucTeMy U BeO-cepBep Nginx, BHIIOIHUB KOMaH/IbI:

systemctl start nginx

systemctl start we

[Ipu Hamumumu ommMOOK B Ipolecce OOHOBJICHHS WM IPH BBIABICHHH OLIMOOK 10
3aBepIIeHII0 OOHOBIICHHS HEOOXOJMMO BBHIMONHUTH BoccTtaHoBieHne b/ u3 daiina pezepHOit
KOIIMH, CO3JaHHOI0 Ha Imare 2.
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